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1.  Legal Considerations
Are there any additional legal issues you are facing that I have not addressed?

Are there any issues in the analysis that are unclear?

Do you have any points of correction or points of elaboration?



Scope of analysis 

Blockchain
Law 

Healthcare 
Law 



Blockchain for Healthcare Legal Analysis 

Primary Concerns 

• Data Protection, Privacy, Confidentiality; Consumer 
Protection

Secondary Concerns

• Smart Contracts, Liability, IP, Financial Regulation, 
Jurisdiction and Enforcement 



a) Data protection, privacy and confidentiality

• Relevant Legislation 
• UK – NHS Act 2006; Health and Social Care Act 2012; Data Protection Act 

2018
• EU – General Data Protection Act 2016 (GDPR)
• US – (Health Insurance Portability and Accountability Act of 1996 (HIPPA) 



GDPR 

i. Medical and Healthcare Data Stores on a Blockchain is ‘Personal 
Data’ and  ‘Special Category Data’ under GDPR 

ii. Healthcare Blockchain platforms are Data Controllers and Data 
Processors under GDPR 

iii. Patients are Data Subjects under GDPR



i) Medical Healthcare data = Personal Data

• Only ‘personal data’ falls within the scope of the GDPR
• In European Union data protection law, “the cryptographically 

modified data stored on a distributed ledger, in addition to public 
keys” are subject to the GDPR due to the fact that this data is not 
seen as anonymous. In other words, even where data is encrypted or 
hashed it still qualifies as personal data under GDPR. (GDPR Art. 4) 
• Healthcare and Medical data is also considered to be special category 

data which required more protection by virtue of being more 
sensitive (GDPR Art. 9) 



Lawful basis for processing data (Art. 6 and 9) 

Source of Image: Serve IT (https://www.serveit.com/consent-the-gdpr-elephant-in-the-room/)



Exemptions

• “In the Regulation, there is an option for exemption to consent for 
research purposes, and if it is used researchers must ensure that 
technical and organisational safeguards are in places when using 
patients’ data(Article 89 para 1).The safeguards that must be met will 
need to be specified in Union or Member State law (Article 89, para 2 
and 3).One such safeguard mentioned in the Regulation is 
pseudonymisation, which ensures confidentiality through key-coding 
the data to make it almost impossible to identify who the data is 
about without the key. 



ii) Healthcare Blockchain platforms as data 
controllers and data processors under GDPR
• Data Controllers - any natural or legal person that determines the 

purposes and means of the processing of personal data (Art. 4 (7))
• Data Processing - any operation performed on personal data such as 

collection, recording, organisation, structuring, storage, adaptation, 
retrieval consultation, use, disclosure by transmission, making 
available or disseminating, erasure, destruction” on behalf of the 
controller (Art 4(3))
• Public/Private distinction – these legal attributes are easier to 

establish on private permissioned blockchains than they are on public 
permissionless blockchains



ii) Healthcare Blockchain platforms as data 
controllers and data processors under GDPR
• What is notable, particularly in healthcare blockchains that seek to provide 

patients with the ability to selectively share and control access to their medical 
data, is that the data subject themselves take on an additional role as data 
controller in this scenario. “We may thus also consider the data subject to, at 
least in some instances, be able to qualify as a data controller by adding personal 
data to a blockchain.” 
• If the patient makes the data manifest himself or herself (i.e. if patients make 

their health information public)  then it means they agree to it being used by 
third parties and thus the data is no longer particularly protected as sensitive 
data) i.e. processing of data data subject willingly uploads onto a blockchain 
through e.g. a wearable device, is automatically no longer protected as sensitive 
data. 



iii) Patients as Data Subjects under GDPR 

Rights Public Blockchain-Compatible Blockchain-Neutral Public Blockchain-Incompatible

Right to Access One’s Personal Data ✓

Right to Data Portability ✓

Right to be Informed (Transparency) ✓

Right to object to Data Processing ✓

Right to Rectification (Amendment) ✓

‘Right to be Forgotten’ (Erasure) ✓

Rights in Case of Breach ✓

Right to Lodge Complaint, Judicial Remedy, Compensation ✓



iv. Blockchain and GDPR Principles 



Data Minimisation illustrated

• In the UK, th records Management Code of Practice for Health and 
Social Care 2016 that sets out how long records should be retained, 
either due to their "ongoing administrative value" or as a result of 
statutory requirements. 
• In the detailed retention schedule stipulated in the code, care records 

can be retained for 8 years after the patient has been discharged, 
whilst data from a blood bank registered has be retained for a 
minimum of 30 years.



HIPPA 

Privacy Rule
Standards for Privacy of 
Individually Identifiable Health 
Information, establishes the first 
national standards in the United 
States to protect patients' 
personal or protected health 
information (PHI).



HIPPA 

Security Rule
• Establishes national standards 

for securing patient data that is 
stored or transferred 
electronically.
• The rule requires the placement 

of safeguards, both physical and 
electronic, to ensure the secure 
passage, maintenance and 
reception of PHI



HIPAA and Blockchain 

• HIPAA applies only to traditional players in the healthcare industry or 
"covered entities”. HIPAA's protections do not extend to modern 
methods of collection, also known as non-covered entities (NCEs). As 
the electronic sharing and storing of individual data increases and 
becomes more automated, organizations that are not regulated by 
HIPAA.



b) Secondary Legal Considerations

• Jurisdiction - e.g. Guardtime - registered in Switzerland, launched in 
Estonia, operates in the UK? Legal implications? Main establishment 
of the data controller and competent DPA
• Intellectual Property – open source, copyright, patents
• Smart Contracts – legal ambiguity, automated interactions, liability, 

withdrawal of consent
• Liability – immutable error, product liability 
• Financial Regulation – Token Economy, ICO-funded start-ups and 

platform utility tokens 



2. Ethical Considerations
Are there any additional ethical issues you are facing that I have not addressed?

Are there any issues in the analysis that are unclear?

Do you have any points of correction or points of elaboration?



(a) Validity of Rhetorical Claims to Consumers

• Blockchain technology only verifies that data has been appended to a 
blockchain from a particular source at a particular time. Blockchain 
does not, however, guarantee the authenticity or accuracy of the 
data itself. This presents ethical responsibilities regarding the wording 
and positioning of this technology to the public” (see A. Walch. 
‘Blockchain's Treacherous Vocabulary: One More Challenge for 
Regulators’ (July 1, 2017)
• Also marketing focus on ‘control’ and ‘ownership’ of data which is rife 

with points of clarification and caveats



b) Patient-Clinician Dynamic 

• Available blockchain for healthcare applications that offer 
telemedicine services include Panacea, Rejuvenan, Doc Health, Aidoc 
and Medvice. Developed by Doc.com, the Doc Health application 
(app), which is currently available for download, enables 24-hour 
access to medical professionals by video call. 



(b) Patient-Clinician Dynamic

• Technology should support care goals “in the most efficient manner 
possible without losing the humanistic elements of the record that 
support ongoing relationships” - Computers are tools. They do not 
fundamentally alter the goals of medicine or the ethical 
responsibilities of the profession (L. Sulmasy, A. López, C. Horwitch, et 
al. (2017)  J Gen Intern Med 32: 935)
• Using technology adds a “third party” to the patient-physician 

relationship changing the care dynamic in some ethically relevant 
ways. (Listening and relationship are key to ensuring quality care 
provision)



(b) Patient-Clinician Dynamic 

• “Practitioners must recognise that the use of telemedicine 
technologies may require different clinical skills, such as, for example, 
the use of specific communication skills and approaches to 
information giving, and indeed may significantly alter the nature of 
the clinical encounter and relationship between professional 
andpatient. There is a danger that unevaluated technologies could be 
introduced into service, and policy makers should be cautious about 
recommending increased use of unproved technologies.” (Curell, R, 
Urquhart, C, Wainwright, P, Lewis R, (2010) ‘Telemedicine versus fact 
to face patient care: effects on professional practice and health care 
outcomes’ ) 



(c) Automation of Consent

• “In the instance of the DeepMind collaboration with Royal Free 
London NHS Foundation Trust, the lack of patient consent was flagged 
as one of the most significant issues, despite the positive effect 
Google’s product suite had on patient diagnosis and treatment” (Bell, 
L et al: 2018)
• The burden of proof to demonstrate that a person has given consent 

lies with data controllers and care must be taken by blockchain 
healthcare applications utilising smart contracts for automated, 
recursive electronic consent.



(d) Data in exchange for care  

“ Avoid making consent to processing a precondition of a service” (ICO)

• Developed by Doc.com, the Doc Health app enables 24-hour access to 
medical professionals by video call. Based in Mexico but available 
across Latin America, Spain and Florida, this service is free as it uses 
the data of participating patients to create a decentralized medical 
and biological database, which is subsequently sold to third parties 
for research and other commercial purposes. Similar to Doc.com are 
Aidoc, which is based in China, Panacea, which is based in Russia and 
Yazom Care, which is based in Jamaica. 



(e) Inclusion and Accessibility

• Using computer code to provide a product or service to the public 
invokes an ethical responsibility to ensure that as many people as 
possible can use the developed software applications. This includes 
those with impaired vision, motor difficulties, cognitive impairments 
or learning disabilities, deafness or impaired hearing that could make 
accessing the blockchain in question difficult or impossible.



3. Governance Opportunities and Challenges
Are there any additional governance issues you are facing that I have not addressed?

Are there any issues in the analysis that are unclear?

Do you have any points of correction or points of elaboration?



Governance Concepts 

• Internal Governance 
Governance of Blockchain

• External Governance

• Governance by Blockchain



Governance by Blockchain

Use of blockchain as a regulatory enforcement tool that 
can be configured to help secure compliance with 

substantive legal norms.  
(Prof. Karen Yeung)



Example – Smart Contracts 

“as they mimic traditional paper contracts and laws, they can be used, 
for example, to model the HIPAA  healthcare personal health 

information (PHI) workflow to meet regulatory and audit requirements, 
such as is implemented within Patientory ” (Bell, C. et al: 2019)



Example – Drugs Supply Chain 

“The US is the Drug Supply Chain Security Act (DSCSA) requires 
medication tracking and tracing; serialization, verification, and 

detection of suspicious products; and strict guidelines for wholesaler 
licensing and reporting. Outside of the US, related efforts are underway 

with the Falsified Medicines Directive in the European Union (EU)20 
and the Council of Europe’s MEDICRIME Convention along with local 

anti-counterfeiting laws” (Clauson, K. et al: 2018).

Blocverify, Scalamed, Mediledger, Blockpharma, Meditect 



Example – Health Data Marketisation 

“Criticism of companies like 23andMe, which intend to leverage user 
data collected via Genome sequencing for undisclosed commercial 

purposes, is fully justified. Blockchain provides a very good 
infrastructure for trading digital assets in a secure way, and 

tokenization of these digital assets in smart contracts can ensure that 
the owner of the digital asset is duly compensated for it. We as 

consumers should never consent to our data benefiting someone other 
than our own self; we should take control of our health records 

including our genetic code and let the market forces of supply and 
demand determine what they are worth."  

(Raj Sharma, CEO of Healthwizz) 



Governance of Blockchain - Internal

• Internal governance considerations have to do with how the technical 
decisions and modifications of the database features of blockchain 
are made. These have to do with whether or not data will be stored 
on or off the blockchain, whether or not the blockchain being 
developed will be private or public and what permissions will apply, 
and how the public and private keys relating to data on the 
blockchain will be handled.
• Private blockchains vs Public Blockchain 



Governance of Blockchain – External 

Standardisation Initiatives

ØISO Technical Committee on Blockchain and Distributed Ledger 
Technologies 

ØITU-T Focus Group on Application of Distributed Ledger Technology 
ØIEEE Blockchain initiative 
ØCEN/CENELEC Focus Group on Blockchain and DLT 
ØBlockchain healthcare specific standards?



Standardisation Initiatives 
The key areas under consideration 
in Blockchain Standards-setting 
are;
• Interoperability
• Security, privacy and data 

governance
• Terminology and vocabulary 

Provenance tracking
• Technical Aspects
• End-user identity



Standardisation Initiatives 



Questions, Comments, 
Observations, Discussion 



https://www.blockchain-healthcare.org/


